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@kkoppenhaver Icons made by Freepik and SmashIcons  
from www.flaticon.com and licensed by CC 3.0 BY

Relatively Small 
(email-able, download-able)

Freakin’ Huge 
(👋 Bye bye hard drive)

https://www.flaticon.com/authors/freepik
https://www.flaticon.com/authors/smashicons
http://www.flaticon.com


@kkoppenhaver Source: New Zip Bomb Stuffs 4.5PB of Data into 46MB File 
How Large Is a Petabyte?

46MB 
(PenTesting_Azure_applications.mobi)

4.5PB 
( ~60k HD movies )

https://www.extremetech.com/computing/294852-new-zip-bomb-stuffs-4-5pb-of-data-into-46mb-file
https://gizmodo.com/how-large-is-a-petabyte-5309889


Why?
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It’s a weird challenge
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People like to troll online
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It can break antivirus 
in weird ways
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How does it do this?
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42.zip: Where it all started
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42kb 
(20 page word doc)

4.5PB 
( ~60k HD movies )



https://www.unforgettable.dk/

https://www.unforgettable.dk/
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New Version == no recursion 
(Don’t worry, still detectable)
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OK, so how does it work?
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150 x 01

@kkoppenhaver
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10 x 150 x 01
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Very quickly reaches large  
levels of compression
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No legit content ever reaches 
these Levels of compression
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Real life content is 
Much more varied
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Further reading

The Most Clever 'Zip Bomb' Ever Made Explodes a 
46MB File to 4.5 Petabytes 

   Zip Bomb (wikipedia)

https://www.vice.com/en_us/article/597vzx/the-most-clever-zip-bomb-ever-made-explodes-a-46mb-file-to-45-petabytes
https://www.vice.com/en_us/article/597vzx/the-most-clever-zip-bomb-ever-made-explodes-a-46mb-file-to-45-petabytes
https://en.wikipedia.org/wiki/Zip_bomb


Thanks!
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